
Student Guide 
 

Course: Derivative Classification 
 
Lesson: Practical Exercise  
 
Introduction 
 
In this lesson, you will practice how to derivatively classify a document. As you complete 
the practical exercise, use what you have learned about classification concepts, 
authorized sources, and the process for derivatively classifying documents.  
 
As you complete each activity, you can check your answers in the Answer Key at the 
end of this Student Guide.  
 
Lesson Objectives  
 
• Practice derivatively classifying a document  
• Apply classification concepts  
• Identify authorized sources  
• Follow the derivative classification process  
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Scenario 1 
 
Your office is tasked with recording meeting minutes for a new series of planning 
meetings. You must prepare and forward the minutes, along with the Commander's 
comments, to staff Department Heads and Special Assistants. Below you will see a 
series of questions about the classification of the new document you are creating.   
 
There are two sources of classification guidance for you to use to determine the 
classification of your new document, the source document that you received at the first 
planning meeting and the Security Classification Guide (SCG).  
 
Properly Marked Source Document: 
 

SECRET  
 
1. (S) This announcement declares the intent to hold a series of 

internal planning meetings in support of exercise OBSCURE 
NIMBUS XX, which is being hosted by Pandora Naval Station 
(PNS) and scheduled to take place from 15–25 March 20XX. 
The first planning meeting will be held on 14 August 20XX in the 
Rocky Oaks Conference Center. LT Herman Lukowicz, 
Administration Officer, will serve as point of contact.  

 
2.  (C) Attendance at this initial planning meeting will be limited to 

PNS Administration, Operations, Training, Maintenance, and 
Supply Department Heads. The next meeting will be held at the 
PNS Training Facility, Bldg. 112. Attendance will include all 
Department Heads, their key personnel, and Special Assistants.  

 
SECRET  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 



Derivative Classification                                                                                             Student Guide  
Classification Concepts 

Classification Markings in This Document Are for Training Purposes Only 
 

Classification Markings in This Document Are for Training Purposes Only 
 
 

 
 

Page 3

 
Security Classification Guide:  
 

 U C S  TS  
Intent to hold series of internal planning meetings    X   
Name of exercise is OBSCURE NIMBUS    X   
PNS is hosting meetings  X    
Exercise dates  X    
Attendance limited to PNS Administration, 
Operations, Training, Maintenance, Supply 
Department Heads  

 
X 

  

Future meeting location   X   
Future meeting attendees   X   
Compilation of future meeting attendees and 
meeting dates  

   X  

Point of contact's name  X  
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1. Activity 1 
 
Derivative Document: 
 
 

1. (__) The planning meeting tomorrow for exercise OBSCURE 
NIMBUS XX was held on 14 August 20XX. Target audience was 
present, participative, resourceful, and enthusiastic. The 
groundwork for this year’s exercise scheduled for 15–25 March 
20XX has been positively established and meeting minutes are 
forwarded as enclosure (1). 

 
2. (__) My point of contact in this matter is LT Herman Lukowicz, 

Administration Officer. 
 

3. (__) The next planning meeting will be held at the PNS Training 
Facility, Bldg. 112, to continue planning for the exercise.  

 
Question 1 

 
What is the correct portion marking for Paragraph 1 in the derivative document?  
 

O Unclassified 
O Confidential 
O Secret  
O Top Secret  

 
Question 2  

 
What is the correct portion marking for Paragraph 2 in the derivative document?   
 

O Unclassified 
O Confidential 
O Secret 
O Top Secret  
 
Question 3  

 
What is the correct portion marking for Paragraph 3 in the derivative document?   
 

O Unclassified 
O Confidential 
O Secret 
O Top Secret  
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2. Activity 2 
 

Refer to the source document and the SCG above to answer the following questions:  
 
Your SCG and your properly marked source document both indicate that the exercise 
name is classified as Secret. LT Lukowicz, however, tells you that the exercise name 
has been recently declassified. Which source(s) should you use to derivatively classify 
the material?  
 

O LT Lukowicz 
O SCG and properly marked source document  
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3. Activity 3 
 

Use these sources of classification guidance to answer the question below.  
 
Properly Marked Source Document 
 

SECRET  
 
1. (S) This announcement declares the intent to hold a series of internal planning meetings in 

support of exercise OBSCURE NIMBUS XX, which is being hosted by Pandora Naval Station 
(PNS) and scheduled to take place from 15–25 March 20XX. The first planning meeting will 
be held on 14 August 20XX in the Rocky Oaks Conference Center. LT Herman Lukowicz, 
Administration Officer will serve as point of contact.  

2.  (C) Attendance at this initial planning meeting will be limited to PNS Administration, 
Operations, Training, Maintenance, and Supply Department Heads. The next meeting will be 
held at the PNS Training Facility, Bldg. 112. Attendance will include all Department Heads, 
their key personnel, and Special Assistants.  

 
SECRET  

 
 

Security Classification Guide:  
 

 U C  S  TS  
Intent to hold series of internal planning meetings    X   
Name of exercise is OBSCURE NIMBUS  X    
PNS is hosting meetings  X    
Exercise dates  X    
Attendance limited to PNS Administration, Operations, 
Training, Maintenance, Supply Department Heads  

 X    

Future meeting location  
 

 X  
  

Future meeting attendees   X    
Compilation of future meeting attendees and meeting dates     X  

Point of contact's name  X  
 

 
 

 

 
If your SCG states the exercise name is Secret but your properly marked source 
document states the exercise name is unclassified, which source should you use to 
derivatively classify the material?  
 

O Properly marked source document 
O SCG  
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Scenario 2 
After receiving a classified document, your office is required to issue a letter outlining 
personnel movement information. In the following activities, you will see a series of 
questions about the classification of the new document you are creating. You will have 
two authorized sources of classification guidance available to you. You will, of course, 
have the properly marked source document, and you will also have a Security 
Classification Guide. Use both of these authorized sources to help you answer the 
questions.  
 
Properly Marked Source Document:  

SECRET  
 
(S) Personnel from the 7

 

Reconnaissance Force will be participating in joint exercise EVERLASTING 
HEADACHE from 17 October to 9 November 20XX. They are scheduled to arrive in theater on 16 October 20XX.  
 
(C) Transportation will be provided by the U.S. Air Force, operating AMC flight 8027, a C-337.   
 
(U) The fight is scheduled to depart from Whetstone Air Force Base, Vermont on 15 October 20XX. Estimated 
time of departure is 0430.  
 
(U) The flight will arrive at Stanislaus Air Force Base, Germany. 
 
(U) The participants will be advised of their return itinerary on the last day of the exercise.  
 

SECRET  
 

Security Classification Guide:  
 U C  S  TS  

In theater arrival dates    X   
Joint exercise name    X   
Joint exercise dates    X   
Name of departure Air Force Base  X    

Name of arrival Air Force Base  X 
 

 
  

Compilation of departure and arrival Air Force Bases   
 X    

Flight number   
 X    

Exercise participants   X    

Compilation of flight number and exercise participants  
  

X  
 

Type of aircraft used for flight  X    
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The document below is your draft letter. In the following activities, you will analyze and 
classify each paragraph. 
 
Derivative Document:  
 

(__) Request transportation assistance for a joint exercise from Whetstone 
Air Force Base, Vermont, to Stanislaus Air Force Base, Germany. 
 
(__) Personnel from the 7th Reconnaissance Force must arrive in theater 
on 16 October 20XX. 
 
(__) The 7th Reconnaissance Force must arrive on AMC scheduled flight 
8027, a C-337. 
 
(__) The exercise begins 17 October 20XX and will continue for twenty-four 
days. Request assistance for return transportation on the day following 
exercise completion. 

 
 
1. Activity 1 
 
What classification concept would you use to determine the correct marking for the first 
paragraph of your derivatively classified letter? 
 

(__) Request transportation assistance for a joint exercise from Whetstone 
Air Force Base, Vermont, to Stanislaus Air Force Base, Germany.   

 
O Compilation 
O Revealed by 
O Contained in  

 
2. Activity 2  
 
What is the classification for the first paragraph of your derivatively classified letter?   
 

(__) Request transportation assistance for a joint exercise from Whetstone 
Air Force Base, Vermont, to Stanislaus Air Force Base, Germany.   

 
O Unclassified  
O Confidential 
O Secret  
O Top Secret  
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3. Activity 3 
 
What classification concept would you use to determine the correct marking for the 
second paragraph of your derivatively classified letter?   
 

(__) Personnel from the 7th Reconnaissance Force must arrive in theater 
on 16 October 20XX. 

 
O Compilation 
O Revealed by 
O Contained in  

 
4. Activity 4 
 
What is the classification for the second paragraph of your derivatively classified letter?    
 

(__) Personnel from the 7th Reconnaissance Force must arrive in theater 
on 16 October 20XX. 

 
O Unclassified  
O Confidential 
O Secret 
O Top Secret 

 
5. Activity 5 
 
What classification concept would you use to determine the correct marking for the third 
paragraph of your derivatively classified letter?   
 

(__) The 7th Reconnaissance Force must arrive on AMC scheduled 
flight 8027, a C-337. 

 
O Compilation 
O Revealed by 
O Contained in  
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6. Activity 6 
 
What is the classification for the third paragraph of your derivatively classified letter?  
 

(__) The 7th Reconnaissance Force must arrive on AMC scheduled 
flight 8027, a C-337. 

 
O Unclassified  
O Confidential 
O Secret 
O Top Secret 

 
7. Activity 7 
 
What classification concept would you use to determine the correct marking for the last 
paragraph of your derivatively classified letter?   
 

(__) The exercise begins on 17 October 20XX and will continue for 
twenty-four days. Request assistance for return transportation on the 
day following exercise completion. 

 
O Compilation 
O Revealed by 
O Contained in  

 
8. Activity 8 
 
What is the classification for the last paragraph of your derivatively classified letter?  
 

(__) The exercise begins on 17 October 20XX and will continue for 
twenty-four days. Request assistance for return transportation on the 
following day following exercise completion. 

 
O Unclassified  
O Confidential 
O Secret 
O Top Secret 
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9. Activity 9 
 
Which of the following methods would you use to determine classification of this 
paragraph?   
 

(__) Personnel from the 7th Reconnaissance Force will be 
participating in joint exercise EVERLASTING HEADACHE from 17 
October to 9 November 20XX. They are scheduled to arrive in 
theater on 16 October 20XX.  

 
O Seek guidance from an appropriate authority (e.g., Security Manager, OCA, 

FSO, or GCA)  
O Ask LT Lukowicz to mark the document  
O Use the classification indicated in the SCG  
O Use your subject matter expertise and experience to create the original 

classification 
 

 
10. Activity 10 
 
If the SCG was not available, how would you determine classification? Select the best 
response.  
 

(__) Personnel from the 7th Reconnaissance Force will be 
participating in joint exercise EVERLASTING HEADACHE from 17 
October to 9 November 20XX. They are scheduled to arrive in 
theater on 16 October 20XX.  

 
O Seek guidance from an appropriate authority (e.g., Security Manager, OCA, 

FSO, or GCA)  
O Ask LT Lukowicz to mark the document  
O Use the properly marked source document  
O Use your subject matter expertise and experience to create the original 

classification 
 
Summary  
 
Congratulations! You have completed the Practical Exercise for the Derivative 
Classification course.  
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Answer Key  
 
Scenario 1  
 

1. Activity 1  
 
Question 1  
The information in this paragraph is contained in the existing document, where it is 
marked Secret. The SCG confirms this classification, so it should be marked Secret in 
the derivative document.  
 
Question 2  
 
The SCG indicates the point of contact’s name is unclassified.  
 
Question 3  
 
The information in this paragraph is restating information classified as confidential in the 
existing document and the SCG.  
 
2. Activity 2  
 
You should use only authorized sources of classification guidance (SCG and properly 
marked source document) to classify the exercise name as Secret. LT Lukowicz is not 
an authorized source; however, you should research his disclosure through appropriate 
channels.  
 
3. Activity 3  
 
When there is a conflict between authorized sources, the SCG takes precedence over a 
properly marked existing document. You should, however, call attention to the 
inconsistency between the authorized sources of guidance.  
 
Scenario 2  
 
1.  Activity 1  
 
Based on the SCG, compilation is required to determine the classification. When 
combined or associated, these elements of information warrant classification.  
 
2. Activity 2  
Based on the SCG, compilation of departure and arrival Air Force Bases is 
Confidential. 
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3. Activity 3 
 
Based on the properly marked source document, the in-theater arrival date can be 
determined without further interpretation or analysis; it is contained in the document. 
 
4. Activity 4  
 
Based on the properly marked source document, the in-theater arrival date is Secret.  
 
5. Activity 5  
 
Based on the SCG, compilation is required to determine the classification. When 
combined or associated, these elements of information warrant a higher classification.  
 
6. Activity 6  
 
Based on the SCG, compilation of exercise attendees and flight number is Secret.  
 
7. Activity 7  
Based on the properly marked source document, the information is not clearly stated, 
but can be determined by calculating the start date and number of days. This information 
is "revealed by" analysis of the information presented.  
 
8. Activity 8  
 
The SCG indicates that the exercise dates are Secret.  
 
9. Activity 9  
When a properly marked, existing source document is unclear or conflicts with an SCG, 
use the classification indicated in the SCG.  
 
10. Activity 10  
You should ask your Security Manager, OCA, FSO, or GCA for guidance. LT Lukowicz 
is not an authorized source and the existing source document does not contain sufficient 
markings. Derivative classifiers are not authorized to make original classification 
decisions.  
 
 


